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RFID TECHNOLOGY AS A PART OF MONITORING SYSTEMS

Abstract. The Internet of Things (IoT) technologies are getting more
popular and being implemented as a solution for many relevant problems in
information technology purposing low-costed, secure, and controlled remotely
systems. Radio Frequency Identification (RFID) system is used as a type of 10T
technology, which has three basic parts: tags, reader and system that manages
tag identification (ID) number and its real time location. RFID systems are used
in financial institutions, healthcare industry, mobile phones, cars, supply chain
management, smart retails, smart house, object localization, security systems
and various types of applications for positioning, managing people, assets, and
inventory. This paper discusses performances of RFID technologies that use
passive tags. Role of RFID technologies in monitoring systems and system
architecture are reviewed and compared. Significance of RFID technologies and
challenges are also considered for future works.
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Angarma. 3atrapabiH MuTepHer TexHonorusuiapbl (10T) Herypiibim
TaHbIMa] OOJIBITI, a3 WIBIFBIHJIBI, Kayilci3 jkoHe OacKapbUIaThIH KAIllbIKTaH
KyhenepMeH OallaHBICTBI aKHapaTTHIK TE€XHOJIOTHSUIAPIbIH KONTEreH ©3€KTi
MoceJIeNIepiH Hieny peTinae enrisuient. Paanoxuinikri Coiikectenaipy XKyiteci
(RFID) yur nerisri GesikreH TyparhiH l0T TeXHONOTHSCBIHBIH TYPi peTiHIE
naiiianaHblIabl. TEITEP, OKY Kypajibl )KOHE TErTepAl COUKECTEHIPY HOMIPIH
(ID) xoHe OHBIH HAKThl YaKbITTaFbl OPHBIH OackapatbiH xkyiie. RFID xyiieci
Kap>Kbl ~ MEKEMeINlepiHJe, [CeHCAyJIbIK CaKTay WHAYCTPHSACHIHAA,  YSUIIBI
TenedoHapaa, aBTOMOOUIIbAEP/IE, JKETKI3Y Ti30eKTepiH OacKapya, «aKblUIab»
Oemmek cayma IyKEHIEpiHAE, «aKbULABI Yil», OOBEKTUIepl OKIIaysayna,
Kayilci3mik JKyilenepiMeH »oHE J>KalFacThpy, ajaMIapibl, aKTUBTEp MeEH
Kopiaapabl  Oackapy — YIIIH — KOCBIMINANAPABIH  OpTYpil  YJATUIEpiMeH
naiimananenaapl. byn makanmana maccuBTi Oenrinepai madpgamaHateiH RFID
TEXHOJIOTHSCBHIHBIH cUIarTaManapbl TalkbUiaHaabl. RFID TexHOTOTHsACHIHBIH
MOHUTOPHHT  JKYHENepiHIeri JkoHe IKYHeNiK apXUTEeKTypaaarbl  peli
KapacThIPbUIAIbI JKOHE caibICThIpblIaAbl. RFID TexHONIOTHACKIHBIH MOHI MEH
Mocerenepi OoamaK >KyMbICTap YIIiH 1€ KapacThIpbLIabl.

Tyiiin ce3nep: RFID, unrepHer 3aTrtap, maccuBTi TaHOQ, MOHUTOPUHT
xKyHeci.
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Annoranusi. Texnonoruu Wurepuera Bemedd (l0T) craHoBsitTcs Bce
0oJsee MOMyASPHBIMU U BHEAPSAIOTCS B KaYECTBE PEIICHUS MHOTHX aKTyaJIbHbIX
npoOiieM WHQPOPMAIIMOHHBIX TEXHOJOTUH, CBS3aHHBIX C HHU3KO3aTPATHBIMU,
0e30MacHbIMM U yINpaBIseMbIMU yJAJeHHbIMH cucreMamu. Cucrema
pamuouacrotrHoii uaeHtupukanmu (RFID) wcmonp3yercs B KauecTBE THIIA
texHojoruu 10T, KoTopas COCTOMT U3 TpeX OCHOBHBIX YacTEil: Teros,
CUMTHIBATEIIS U CUCTEMBI, KOTOpas YIPABJISIET HOMEPOM HICHTU(UKAIIUN TETOB
(ID) u ero wMmecromonokeHueM B peadbHOM Bpemenun. Cucremsr RFID
UCTIONIB3YIOTCS B (DMHAHCOBBIX YUPEKICHUSIX, UHIYCTPUH 3PaBOOXPAHCHUS,
MOOUJIBHBIX TeleoHax, aBTOMOOWIAX, YHPaBICHUHU LEMOYKAMH MOCTaBOK,
«YMHBIMH» PO3HUYHBIMH MarasMHaMH, «yMHBIM JOMOM», JIOKaJIU3aluen
00BEKTOB, CICTEeMaMH OE€30MaCHOCTH U Pa3IMYHbIMH TUIIAMU TTPUIIOKEHUHN IS
MO3UIIMOHUPOBAHUS, YIPABICHUS JIOJAbMH, aKTHBAMH M 3amacamu. B aToi
cTaThbe O00CYyXIarTcs XapakrepucTuku TexHoioruit RFID, ucnomssyromux
naccuBHble MeTku. Posp Texnonoruit RFID B cucremax MoHuUTOpHHIa H
CUCTEMHOM apXHTEKType pacCMaTpHBaeTCs U CpaBHUBAeTCSA. 3HAuYCHUE
texHosoruit RFID u mpoGiieMb! Takke paccMaTpuBaAIOTCS I Oy yImuX padoT.

KuroueBnbie ciioBa: RFID, nuatepHer Bemeid, macCUBHast METKa,
CHUCTEMa MOHUTOPHUHTA.

Introduction

The Internet of Things (I0T) is being known as the main component of the
new technological revolution called Industry 4.0 that focuses on automation,
real-time data, interconnectivity and machine learning. Number of Internet
enable devices that are increasing and they can interact each other through the
network to be informed and control the sequence of actions of users. Embedded
sensors invisibly gather very big amount of data from the environment around
us for storing, processing and analyzing, which are used while making decisions
for both real-time and future actions. The 10T technologies use this data for
controlling their systems according to the decisions made. There are several
ways of collecting the data by their types and purpose of use such as sensor
network technology and Radio Frequency Identification (RFID).

RFID technologies are one of the main components in the 10T systems that
works with a tag, reader, and system. Between reader and tag are not needed
direct connection because of radio channels. Installed RFID systems simplify
and accelerate the working procedure. It gives very good choice on monitoring
people using tags on ID cards in real time location and attendance monitoring.
There are two types of RFID tags: active and passive. Passive RFID tags are

powered by the reader’s power and no additional battery is needed in it. The
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applications that use passive RFID are found in access control applications and
transportation. The active tags are powered by batteries and they can be
identified in a long distance used in port containers for monitoring cargo [1].

In current RFID systems, data about cardholders is registered and stored
in the memory of the system’s reader for the processing and computing. The data
is available only when controlled manually. The importance of using RFID
technology in the monitoring systems is that the data is stored in the server and
can be controlled remotely.

This work introduces architecture of RFID technologies and its use in
monitoring systems proposed by previous authors. Actuality of this technology
and its performances are discussed.

Radio Frequency ldentification

Radio Frequency Identification (RFID) is an automatic technology and
identifies tagged objects from environment through radio waves. RFID system
is consisted of readers and tags [2]. The tag is a microchip that is attached to an
object to identify the reader. The reader communicated with tag through radio
waves. The main benefit of using RFID technology is the identification process
is done automatically. RFID systems are used for real-time monitoring purpose.
The components of RFID system are as follows: tags, reader, and application
system. When object with a tag is tagged to the reader, the reader identifies ID
number of the tag, which is unique in every tag. ID number is sent to the server,
or as in most standard RFID systems, it is stored in the controller for checking
whether it is correct ID or not [Fig. 1].
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Command I ® Command L
Tag € RFID < Application
> Reader
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| ]
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Fig. 1. Architecture and data flow of a RFID system

Tag is a transponder (transmitter/responder), whereas reader is
transceiver (transmitter/receiver). There are two types of tags: active and
passive. Active tags are powered by batteries, and can communicate with other
active tags. Passive tags have no built-in power source, and they take power from
electromagnetic energy transmitted from the reader during identification [3].
Tags are made up of coiled antenna and a microchip. Xiaolin et al. [2] classified
active tags into five classes according to its functionality. Active tags can be
detected from long distance: up to 30 meters. Maximum distance for passive tag
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Is 6 meters. The advantage of using active tag is its long distance and highest
data. However, it costs more expensive than passive tag (around 15-20$ per tag
for active, 0.1-0.2$ per tag for passive). The benefit of using passive tag is tag
life does not depend on battery, and it is more resistant to physical damage.
Disadvantage of passive tag is the read range is limited and communication
depends on the antenna size and shape. Norsaidah at el. [4] tested two types of
UHF RFID passive tag: AZ-9640 and UPM DogBone for different distances.
UPM DogBone is better in terms of detection, and outperformed AZ-9640 in
terms of data transfer. AZ-9640 is more compact and discreet. Both types were
experimented in the monitoring system. The tags mostly attached to the ID cards,
trinkets, wearable devices, etc. In Offline Intelligent Payment System Mifare
Classic 1K card was used, which is divided into 16 sectors protecting each sector
by two different keys, called key A and key B [5].

-

Paper Tag EPCTag Inlay Tag Button Tag
e e ® / 4
Metal Tag Glue Tag Key Tag Glass Tube Tag
-~ , g
4 . — ¢ -
| s/
7
EarTag CeramicTag Disc Tag Pocket Tag

Fig. 2. RFID Passive tag types

RFID reader is responsible for communication with tags within its
operation range and send sending the tags’ data to server or presenting in
application. Attached antenna emits signals to the tag and then receive from it
[6]. Reader can be many different sized and has many types. For example, Mifare
RC522 reader in Attendance and Information System [11], RS532 RFID reader
in Security and Monitoring System [7], PN532 NFC/RFID Controller in Smart
Home project [3], ITEAD PN532 NFC in Smart Restaurant system [6], and
MFRC522 in Offline Intelligent Payment System. Reader can be affixed in
different positions, on the table, in door, in tourniquet, etc.
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Fig. 3. RC522 RFID Reader

Data received from tag by reader is presented in an application. The data
is used directly when it is tagged in many systems. Although the data is stored
in server (fog, cloud) for monitoring remotely and in analytics. RFID
applications are implemented in healthcare, monitoring systems, security, etc.

Comparative review of RFID based monitoring systems

Application of 10T technologies in the both closed and open areas make
huge changes that increase the working process of the system and decrease
human power on making actions. The most of the monitoring systems are
developed using 10T hardware platform with RFID reader, which makes the
hardware part of the system and send data to the server for controlling it in
application part. In Table 1, RFID based monitoring systems are compared and
discussed by their RFID reader type, 10T hardware platform, and main findings.

Table 1. Comparative review of previous authors’ works

System RFID type IoT  hardware | Main findings
platform
Smart ITEAD Raspberry Pi 3 | NFC module is placed on
Restaurant PN532 NFC | model B the table, and tags are
System [6] module under plates. The systems
offers faster ordering
scenery than  manual
ordering.
Robotic RFID reader | Raspberry  Pi, | RFID reader services for
Control Arduino Uno capturing data. The data is
System [8] sent to the robotic arm via
web app by using
embedded computer.
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Offline MFRC522 Raspberry Pi 3 | The authors tested the
Intelligent RFID reader | model B system according the
Payment time, distance (between
System [5] tag and reader), and
special cases of algorithm.
The results show that time
is less for declined
operation than successful
operation.
RFID RFID reader | n/a The system includes 44
Ecosystem [1] RFID readers, and each of
them equipped with up to
four antennas. The readers
positioned at the
entrances, on the
stairwells, and throughout
the corridors.
Smart Home | PN532 Raspberry Pi 3 | The authors used RFID
project [3] NFC/RFID technology for monitoring
controller real-time attendance at
home by web user
interface app.
Security and | RFID reader | Raspberry  Pi | Data is stored in database
Monitoring module B+ located in raspbian SD
System [7] card, and computing is
done in Operating system
of the microprocessor.
Wireless UHF RFID | Raspberry Pi 3 | The author compared two
Sensor  Node types of tags: UPM
(WSN)  with DogBone and AZ-9640.
UHF RFID for
monitoring
system [4]
Paid Parking | RFID reader | ESP8266 RFID reader is connected
System [9] microcontroller, | to the ESP8266
Raspberry Pi microcontroller,  which
has built-in  Wi-Fi chip
that is responsible to
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establish a connection
with Raspberry Pi.

System [12]

Real Time | RFID reader | Raspberry Pi The main purpose of the
Locating project is to monitor
System [10] student participation in
lectures, teaching and
laboratory sections by
reading tags from cards.
Attendance Mifare Arduino Read data from tags
and RC522 placed in credit sized
Information cards.
System [11]
Smart RFID reader | n/a The problem of the system
Classroom is that teacher must
Roll Caller control students while

taking back ID cards from

special places for the ID
cards. Another problem is
what if student forgets (or
loses) his/her ID card.

All of the systems use passive tags planting them into the objects like
credit sized cards and tables. RFID reader has a connection to the microcontroller
or microprocessor that allows sending the captured data to the server or
displaying in the monitor. However, the passive tags are needed to contact to the
reader directly by human help. Reviewing the previous authors’ works, several
questions can be asked: Is it possible to monitor objects that use passive tags
without human help? Memory capacity of passive tag is maximum 2KB. Is it
possible to increase memory capacity for storing more information? These are
the main challenges for future work.

Conclusion

RFID technology is an important and foundational component of the
Internet of Things. It is used for different purposes and one of them is using in
monitoring systems. Many monitoring systems use passive RFID tags that are
low-costed and does not require power. RFID system is a good solution for real-
time systems and getting location of objects in the environment. RFID system is
analyzed and monitoring systems are reviewed. Two challenges for future work
are discussed.

106



10

11

SDU Bulletin: Natural and Technical Sciences. 2020/1 (52).

References

Welbourne, E. et al. Building the internet of things using RFID. IEEE
INternet Computing (2009), pp. 48-55.

Jia, X., Feng, Q., Fan, T., Lei, Q. RFID technology and its applications
in internet of things (1oT). 2nd International Conference on Consumer
Electronics, Communications and Networks, CECNet 2012 -
Proceedings, (2012): pp. 1282-1285.

Mihalov, J., Hulic, M. NFC/RFID technology using Raspberry Pi as
platform used in smart home project. IEEE 14" International Scientific
Conference on Informatics, (2017): pp. 259-264.

Nadzir, N.M., Rahim M.K.A., Zubir, F. Wireless sensor node with UHF
RFID for monitoring system,” 2017 International Symposium on
Antennas and Propagation (ISAP), Phuket, (2017): pp. 1-2.

Noer, A., Hasanuddin, Z.B., Djamaluddin, D. Implementation of RFID
based raspberry pi for user authentication and offline intelligent payment
system. 15" International Conference on Quality in Research
(QIR); International Symposium on Electrical and Computer
Engineering, (2017): pp. 251-255.

Eric, K.B., Ya, W.H. IoT based smart restaurant system using RFID, 4th
International Conference on Smart and Sustainable City (ICSSC 2017),
Shanghai, 2017, pp. 1-6.

Sowmiya, M., Sabeenian, R.S. Security and monitoring system by using
RFID tags and multiple sensors. International Conference on Electrical,
Instrumental and Communication Engineering (ICEICE2017), (2017):
pp. 1-5.

Barenji, A.V., Degirmenci, C. Robot control system based on web
application and RFID technology. MATEC Web of Conference, 28,
(2015): pp. 1-3.

Bazzi, A., Ghandour, H., Chebbani, A., Ghareeb, M., Abdul-Nabi, S.
RFID based paid parking system. International Conference on Current
Trends in Computer, Electrical, Electronics and Communication
(ICCTCEEC-2017), (2017): pp. 1238-1241.

Saimounika, T., Kishore, K. Real time locating system using RFID for
Internet of things, International Conference on Energy, Communication,
Data Analytics and Soft Computing (ICECDS-2017), (2017): pp. 3507-
3508.

Rjeib, H.D., Ali, N.S., Al-Farawn, A., Al-Sadawi, B. Attendance and
information system using RFID and web-based application for academic

107



SDU Bulletin: Natural and Technical Sciences. 2020/1 (52).

sector. International Journal of Advanced Science and Applications, 9
(1), (2018): pp. 266-273.

12 Chang, Ch.H. Smart classroom roll caller system with IoT architecture.
2011 Second International Conference on Innovations in Bioinspired
Computing and Applications, (2011): pp. 256-360.

108



