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REVIEW: EFFICIENT DEEP PACKET INSPECTION
ALGORITHMS FOR INTRUSION DETECTION
SYSTEMS

Abstract. This study explores the field of intrusion detection systems
(IDS) and network security, with a special emphasis on the role that deep packet
inspection (DPI) techniques play in protecting computer networks from a variety
of online threats. Intentional intrusions into computer networks, or network
attacks, can have criminal undertones. The attacker may want to take over the
system, obtain sensitive data, interfere with network functions, or even take
down websites and servers. The growing frequency of attacks on IT
infrastructure highlights the need of intrusion detection, as per the report. It
points to a gap in the body of knowledge about how well DPI algorithms work
to counter vulnerabilities. The analysis highlights how bad network security is
right now, including startling data on ransomware assaults, cyberattacks that
target small organizations, and data breaches that cause significant financial
losses. According to the report, human error is still a major weakness in network
security. Intrusion detection systems (IDS) are frequently used to prevent
unwanted access and safeguard systems. IDS entails identifying and evaluating
system or network events in order to spot possible intrusions and stop malicious
activity. Network security is emphasized as a major concern since malicious
actors are constantly coming up with new ways to attack networks.

This study’s main goal is to investigate and compile the body of
knowledge regarding different DPI intrusion detection techniques. It suggests
creating a morphological framework for IDS in order to help us comprehend
these systems on a deeper level. The study provides a thorough explanation of
the various DPI kinds and the algorithms that go along with them.

Keywords: Deep Packet Inspection, Medium Packet Inspection,
Shallow Packet Inspection, Matching Algorithms, Intrusion Detection System,
cybersecurity, malware.

I. Introduction
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An intentional (perhaps criminal) intrusion into the operating system of
distant or local computer networks is referred to as a network attack. The
perpetrator of the attack could be an individual or a group. The hacker grants
himself administrative rights using specialized tools, taking control of the
system. Cybercriminals’ primary objectives are to extract hidden information,
disrupt the operation of websites and servers, or fully shut them down
(confidential user data, texts of documents). Although James Anderson J.P. first
proposed the idea of intrusion detection in 1980, it has become increasingly
important in recent years as a result of ongoing attacks on IT infrastructure [1].
There is not much information on the Internet and articles about algorithms and
their use in certain types of attacks. There are articles that describe separately
algorithms and separate types of attacks, but there is no study of how effective
these algorithms are and which of the currently known algorithms is more
effective. If we talk about statistics, it’s getting sadder than it could be. For
example, in January 2019 alone, more than 1.76 billion corporate records leaked.
Ransomware attacks occur every 14 seconds and 43% of cyberattacks target
small businesses. The damages are simply amazing, for example, the average
cost of a corporate data breach in 2020 will exceed $150 million. But the main
vulnerability of the system remains a person[2]. In order to protect a system from
unauthorized access, an intrusion detection system (IDS) is used. Intrusion
detection is the process of recognizing different events occurring in a system or
network, analyzing them for the potential presence of intrusion, and taking
appropriate action in response to malicious activities. For many researchers and
internet users, network security has emerged as their biggest challenge. This is
as a result of bad users consistently introducing new forms of attacks. The data
must be safeguarded by recommending a reliable intrusion detection system.
Unnecessary data modifications in computer system files can be found using an
intrusion detection system. There are many articles describing machine learning
algorithms for an intrusion detection system, and research has been done on the
types of attacks. But there is little research on the topic of deep packet analysis
algorithms and their effectiveness on vulnerabilities. The main purpose of this
study is to explore the existing literature on various deep packet inspection
algorithms for intrusion detection, to systematize the intrusion detection system
(IDS), to develop a morphological framework for IDS to facilitate
understanding.

This study provides a detailed overview of the types of the deep packet
inspection and its algorithms. The rest of the paper is organized as follows:
Introduction and related concepts about Firewall are discussed in section 1.
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Section 2 presents Packet Inspection Techniques, thus providing a global-view
for readers to better understand this field, whereas Section 3 is about algorithms
and their realizations. In section 4 we presented Algorithms of DPI and in section
5 is about methods and methodology of research. Also section 6 contains Results
and Discussion, whereas section 7 contains Conclusion.

Il. Firewall

As the Internet continues to grow at an incredible rate, such that it has
permeated every life of modern man. New inventions never cease to amaze. But
with this there is a big risk, as it increases the likelihood of vulnerabilities in
more complex software and network systems. In recent years, much attention
has been paid to the method of preventing attacks[4].

An instrument for security protection in the area of computer network
security is the firewall. Between intranet and extranet, it is utilized. The initial
one is acknowledged as a secure network. The latter network is noted as being
substantially less secure. Hardware and software make up a firewall. Only
through a firewall can communication between an intranet and an extranet occur.
The primary service mechanism that ensures network information security is a
firewall. It effectively defends. At the same time, by taking over the security
policies (permission, rejection, monitoring, etc.), the flow of information into
and out of the network can be exposed and intercepted. A firewall serves as an
analyst, understanding how to evaluate information flow additional separator.
System can filter the stream of parsed data using a separator. Additionally, it acts
as a restrictor by limiting the transmission of information that is deemed risky,
such as viruses and other harmful software. Deny access to the intranet while
allowing safe information flow there. So, it acts as guards and defend servers as
shows in Figure 1. Give your approval for a secure information flow to the
intranet. As a result, network security can be successfully protected. Ensure the
intranet’s safety [5].

In other words, firewalls guard against both planned and accidental
network attacks. Using the rules set forth in the filtering configuration and other
protocols, firewalls serve as the network’s gatekeepers, allowing or disallowing
packets to enter or leave the network. As a result, the firewall inspects each
packet that enters or leaves the network for specific attributes, discarding it if it
does not match the filtering settings and accepting it otherwise [6].

A cyberattack can be directed by individuals, communities, states, or
even from an anonymous source. Hackers usually carry out network attacks to
change, steal or corrupt personal data. At the moment, according to the authors
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of the article[7], the best and most effective methods of dealing with such types
of threats are Intrusion Detection Systems (IDS).

An IDS is a software application or hardware device that monitors traffic for
malicious activity or policy violations.
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Figure 1. How Firewall works

In addition, IDS is designed to be deployed in a variety of environments,
also divided into a host and network detection system. The host intrusion
detection system(HIDS) is installed on the client computer, in turn, the network
intrusion detection system(NIDS) is placed on the network. Recently, IDS have
been based on deep learning and have shown good results, which means that
they are effective [7].

System administrators can be alerted and detected by intrusion detection
systems, but malicious traffic cannot be blocked or rejected. Systems for
intrusion prevention can obstruct traffic. A device called Deep Packet Inspection
(DPI) may decode network traffic and display its payload or content. To identify
attack indicators like DDoS attacks or malware, Deep Packet Inspection is
frequently used by Intrusion Detection Systems (IDS), Intrusion Prevention
Systems (IPS), Advanced Firewalls, and many other specialist cybersecurity
solutions [8].

I11. Packet Inspection Techniques

The packet inspection technologies that have been used in network
environments can be divided into three classes: shallow packet inspection,
medium packet inspection, and deep packet inspection [9].

Packet inspection techniques are useful in terms of classifying and
identifying network traffic. Currently, packet inspection methods are divided
into three types: shallow packet inspection, medium packet inspection, and deep
packet inspection. Normal packet inspection includes inspection based on
network and/or transport layer headers. The only packet inspection method that
uses normal packet payload inspection as well as packet header inspection.
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Deep Packet Inspection can perform tasks at all seven layers of the Open
Systems Interconnection (OSI) model. With the exception of Deep Packet
Inspection, the remaining two methods, Shallow Packet Inspection and Medium
Packet Inspection, do not inspect the packet payload and cannot work at all levels
of the Open Systems Interconnection (OSI) model. In addition, it should be noted
that SPI and MPI are examples of a static packet filtering method, while DPI is
an example of a dynamic packet filtering method [9].

In this section, we will briefly discuss these three package inspection
methods. Figure 2 shows level of inspection for SPI, MPI and DPI in OSI model.
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Figure 2. Level of inspection for SPI, MPI and DPI in OSI model

I11.A Shallow Packet Inspection (SPI)

Shallow packet inspection relies solely on checking network packet
headers and detecting suspicious or malicious packets and statistical analysis.
Due to the low requirements for computing resources, SPI can analyze large
amounts of passing traffic. Shallow data validation does not reveal the contents
of the package, making SPI the lightest of the three data validation methods. This
technology is one of the first methods for checking data flows based on the
information that was embedded in the packet headers, in most cases on IP
addresses, as well as on the ports of the corresponding network applications.
Therefore, packet sniffing is only used to discover the source and destination IP
addresses, destination port number, source port number, and protocol name of
an incoming data packet. Using the port number of the data packets, this
technology can also identify the application name to compare with the
application name for that particular port, and in cases of a match, the SPI protects
that the traffic is safe, otherwise the packet is considered malicious. This
technology is useless nowadays because the port numbers can be changed
randomly, which confuses this method and it can no longer give accurate results.
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In addition, packet inspection is performed only at the data link and physical
layers of the Open Systems Interconnection (OSI) model [9][10].

[11.B Medium Packet Inspection (MPI)

Mid-packet inspection is accomplished using specialized software
operating on intermediate nodes, also known as intermediate blocks, distributed
throughout the network and able to capture header information as well as some
of the data payload. The government might utilize this technique for
surveillance. The check is not carried out at all levels of the Open Systems
Interconnection (OSI) model, but only at the transport, network, channel and
physical levels. Using Medium Packet Inspection, you can restrict network users
from downloading infected videos, photos, music, etc. over the Internet [9].

This technology acts as an intermediary between client computers and
the Internet. Figure 3 offers a visual example of how this might appear in a
network [11].

Client
Computer \
Client MPI Device ISP Network Internet
Computer (Application| Hub
Proxy)
Client /
Computer &> =DataTraffic

Figure 3. MPI Device Inline with Network Routing Equipment

[11.C Deep Packet Inspection (DPI)

As mentioned above, deep packet inspection is used to analyze data
packets and performs inspection on all layers of the model’s operating system.
Deep Packet Inspection firewalls add another layer of intelligence to our firewall
capabilities.Because they are able to analyze traffic content. While simple
firewalls can only track the structure of the network traffic itself [12].

According to Thaksen J.Parvat and Pravin Chandra [13] the packet
consists of five tuples (source IP address, destination IP address, source port,
destination port, and network layer protocol). There are hardware and software
solutions to optimize and improve performance. The latter represents efficient
algorithms and high-speed matching.Misclassification can lead to false positive
or false negative results. At this point, the correct method guarantees an accurate

94



SDU Bulletin: Natural and Technical Sciences. 2024/1 (64)

result. All methods are based on ports, which vary in many applications. The
perfect string match is based on the sequence of characters or numbers in the
payload. Based on numerical methods, the arithmetic properties of multiple
packets are used to detect data changes between hosts. Behavioral analysis and
heuristics are often combined to provide evaluation options. Some of the biggest
DPI shortcomings are building a signature library, achieving fast, low-latency
response, and characterizing network activity in detail. For deep packet
inspection classifier, high and accurate classification is important. The three
tasks of packet classification are single field classification, multiple field
classification, and deep packet classification (DPC) Boyer-Moore string search
algorithms and their modifications perform fast packet classification. The
average time complexity ranges from O(n) to O(min) [13]. In the Figure 4
provides a visual representation of the depth of packet inspection at different
layers of the network.

In the past, security solutions employing Deep Packet Inspection (DPI),
such as proxies and firewalls, primarily concentrated on the lower layers of
network packets, specifically the header at Layer 3 of the OSI model. However,
due to the growing complexity of attacks, intrusion detection analysts now need
to direct their attention to all pertinent layers of the network packet,
encompassing Layers 2 through 7 of the OSI model.[14]

IV. Algorithms of DPI

IV.A Regular Expression Matching Algorithm

This algorithm is used in the Snort and Bro network intrusion detection
systems (NIDS) and the L7-filter in Linux.

Shallow Medium Deep

Level Packet Packet Packet 0SI Model
Inspection Inspection Inspection

7Figlijre 4. Pécket inspection depth in OSI model
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Problem DFA Memory

Soaki Statei Cost Solutions Performance
Simple 10K 10MB No need Tens of Gbps
Medium 100K 100MB Compression about 10 Gbps
i Compression or . .
Large IM 1GB scalable FAs about 1 Gbps
Huge Infeasible Scalable FAs about 0.1 Gbps
TABLE |

FSM solutions and results

Finite State Machine (FSM, also called State Machine) is a regular
expression language state machine. This machine consists of several nodes,
called states, and several labeled directed edges connecting the nodes. There are
also two states “Initial” and ”Acceptance.” The principle of operation is as
follows: it starts with the initial state and reads the first byte of the payload then
goes to the next state according to the labels on the edges. And in the end, when
accepting states are reached, the payload and matching signatures are assumed
to match [15].

In Table I, we present a comparison of research papers discussing Finite
State Machine (FSM) solutions for regular expression matching. This algorithm
finds applications in various network intrusion detection systems, including
Snort and Bro, as well as the L7-filter in Linux. The table showcases different
problem scales, corresponding Deterministic Finite Automaton (DFA) states,
memory cost, solutions employed, and performance metrics for FSM-based
solutions.

This automaton-based pattern matching is widely used in many DPI
applications these days. FSM has two types: deterministic and nondeterministic
finite automata (DFA, NFA), they are the same in strength of expression but are
handled differently, dfa has only one transition and only one active state, while
NFA has numerous transitions and numerous active states. Also, the time
complexity can be seen in Table II.

Compile m regular expressions into m FAs  compile m regular expressions into an integrated FA

Processing complexity Storage cost Processing complexity Storage cost
NFA O(mn?) O(mn) O(mn?) O(mn)
DFA O(m) O(m2™) (1) o(2mn)
TABLE Il

Time and space complexity comparisons of NFA and DFA in various strategies

IV.B Aho-corasick algorithm
Alfred Aho and Margaret Korasik created the method in 1975 to five to
ten times speed up a library’s bibliographic search program [16]. This technique
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effectively locates every instance of any one of a limited number of keywords
within a text stream. The utilization of the boron data structure and the creation
of a finite deterministic automaton on its foundation form the basis of the
algorithm. It is crucial to keep in mind that locating a substring within a string
can be easily accomplished in quadratic time, hence it is crucial for the efficient
functioning of all Aho-Korasik components that none of them asymptotically
surpass the line with regard to the length of the strings [17] [18]. The authors of
this article [16] explain the process as in Figure 5.

from 7 &9

Figure 5. Example DFA for patterns “SHE”, “HERS” and “HIS”. Failure
transitions are omitted for clarity

The graphic serves as a DFA example for the ”SHE,” "HER,” and "HIS”
templates. In this case, the IDS is required to intercept any built-in templates that
may have occurred after the template was approved. To avoid using phony
templates, this is done. In the figure, dashed lines may be seen. They are simply
the longest prefix match jumps, tedious to simplify the circuit. For example, the
device starts from state 0 and uses ”SH”, in this case it is the input character and
then goes to state 5. Then if you enter the character ’I”, the DFA goes from state
5 to state 4, so the system most likely assumes that the word is "’hello”. But if
instead of the previous pattern, the input is ”R” after ’SH”, the DFA transitions
from state 5 to state 0, since there is no such pattern starting with "SHR”. For
each state in DFA, there are specific transitions for each character in the ASCII
alphabet. Algorithm for pattern matching machine:

INPUT: atext string

x=al, a2...an
where each

ai

in this case is an input symbol and template matching machine with goto function
g, failure function f. OUTPUT: Locations at which keywords occur in x [16].
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Algorithm 1. Aho-corasick algorithm realization
. begin

. state «— 0

.fori « 1 until n do

. begin

. while g (state, ai) = fail do state « f{state)
. state «— g (state, ai)

. if output (state) # empty then

. begin

. print i

10. print output (state)

11. end

12. end

13. end

O© 00 NOoO Ol W DN -

IV.C Wu-Manber Algorithm

This algorithm is used to search for multiple patterns in parallel; it is
faster than any other algorithms and supports a huge number of patterns. This
algorithm is used in many applications related to traffic filtering to search for
selected patterns and security applications to detect certain words that may be
suspicious. The algorithm consists of several stages. The first stage includes pre-
processing of pattern sets.

According to this article [19], applications benefit from the fact that they
use a fixed set of templates. Three tables are created at this stage: the SHIFT
table, the HASH table, and the PREFIX table. The SHIFT table is used to
determine the number of characters in the text that can be shifted (skip) when
parsing the text. If the shift value is 0, then the other two tables HASH and
PREFIX are used in this case. These tables recognize which pattern matches and
whether a match check is needed. deciding which pattern is a candidate for a
match, and to test for a match. This algorithm has limitations; it requires patterns
to be of the same length, is less efficient, and cannot handle more than a few
hundred patterns [20].

In the authors’ implementation of this article [19], we set the size of 3
tables to 215 = 32768. Running the algorithm for preprocessing (an empty file)
took only 0.16 seconds for more than 9000 templates.

Algorithm 2. The pseudocode of Wu-Manber Algorithm. Partial code for the
main loop
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1. while (text <=textend) {

2. h = (*text<<Hbits)+(*(text-1)): /* The hash function (we use Hbits=5) */

3. if (Long) h = (h<<Hbits)+(*(text-2)): /* Long=1 when the number of patterns
warrants B=3 */

4. shift = SHIFT[h]: /* we use a SHIFT table of size 215 = 32768 */

5. if (shift == 0) {/* "h=h & mask_hash" can be used here if HASH is smaller
then SHIFT */

6. text_prefix = (*(text-m+1)<<8) + *(text-m+2);

7. p = HASH[h]:

8. p_end = HASH[b+1];

9. while (p++ < p_end) {/* loop through all patterns that hash to the same value
(h) >/

10. if(text_prefix = PREFIX[pl) continue;

11. px = PAT_POINT[p];

12. gx = text-m+1,

13. while (*(px++) = *(gx++)); /* check the text against the pattern directly */
14. if (*(px-1) == 0) {/* 0 indicates the end of a string */

15. report a match

16.}

17. shift = 1;
18.}

19. text += shift;
20. }

IV.D p 3FSM Algorithm

p3FSM is one of the fastest compact and fully programmable pattern
matching engines. Although it mimics very similar DFA-based hardware pattern
matching properties, it is based on software.

The system uses DFA to maintain deterministic performance, however
DFA is stored in a new way so that minimal memory is required. P3FSM
achieves these properties by maintaining only one memory entry for each state
in the DFA, rather than maintaining multiple DFA transitions as in typical
memory-based DFA implementations. The code makes a prediction due to the
fact that it contains all possible subsequent states. p3FSM consists of three parts:
pattern analysis, state analysis, and FSM components. One of the downsides of
DFA is that it requires a lot of memory to store. p3FSM solves this problem by
keeping only one code per state in the DFA. From these status codes, the FSM
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is formed, which ensures fast system operation. The result is a pattern matching
engine that combines the benefits of both hardware and software systems.

The p3FSM is fast, memory efficient, easy to program and completely
portable [21].

Algorithm 3. Pseudocode for generating state code (p3FSM Algorithm)
Input: State Trans. Table: T
Result: Indep. Group Set R

. Search_Indep_Group (T)

. begin

R=0;

. Graph(SDFA, CA);

. while |G’j| # @ do

. ¢ = MaxClique(G’j) :

.add cto set R;

. remove ¢ from G’j;

. end

. end

. Graph (bool SDFA, bool CA)
. begin

.T-T,

. if SDFA then

. T’ = SDFA(T)

. end

. G - StateCirouping(T’) :

. G’= Create_Graph (G)
.Gj=G;

.if CA then

. G’j = Character Aware(G’)
. end

. end

. Create Graph (G)

. begin

. while G#0 do

. remove a group gi: from G;
. add a vertex vi, for group gion G’ ;
. for vertex Vvj, on G’ do
.ifgjgi. =@ then

W NN DNDNDDNDNNMDNNDNDNNMMDNPEPEP RPRPPRPRPERERPRERPRER R
O 0 0O NO UL, WN—, OO OWwWNOOL WDNPEF O
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31. add a edge between vj and vi

32. end

33. end

34. end

35. end

36. Character Aware ( G”)

37. begin

38. for each char ciin G’j do

39. for other chars cj, in G’j do

40. NC = non-complete sub-graphs for nodes(ci,cj);
41. remove all edges in NC from G’j;
42. end

43. end

44. end

IV.E BOM Algorithm

According to this research work [22], some kinds of algorithms such as
Boyer-Moore look for pattern suffix ratios, but it is also possible to match some
pattern prefixes by looking for a window character from right to left and then
increasing the length of the shifts, all this is possible through the use of the
reverse pattern oracle suffix. This data structure is a very compact automaton
that recognizes at least all the suffixes of a word and a little more than other
words. A string matching algorithm that uses a reverse pattern oracle is called a
reverse oracle matching algorithm. During the search phase, the Backward
Oracle Matching algorithm analyzes the window symbols from right to left with
O(xR) automaton starting from the state g0. The process continues until no more
transitions are defined. At this moment, the length of the longest template prefix,
which is the suffix of the scanned part of the text, is less than the length of the
O(XR) path from the initial state g0 to the last encountered final state. Knowing
this length, it is easy to calculate the length of the shift to be performed.

The Backward Oracle Matching algorithm has quadratic time complexity
in the worst case, but is optimal on average. On average, it performs O(n.(logm)
/' m) text character checks, reaching the best bound shown by Yao in 1979 [23].

Algorithm 4. Pseudocode of BOM Algorithm
BOM(p = p1p2...pm« T=t1t2t...n)

1. Pre-processing

2. Construction of the oracle of pr
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3. Search

4. pos — 0

5. While (pos <=n-m) do

6. state + initial state of Oracle(pr)
7.j«—m

8. While state exists do

9. state < image state by T[pos + j] in Oracle(pr)
10. j—i—1

11. EndWhile

12.1f j=0do

13. mark an occurrence at pos + 1
14. je—1

15. Endif

16. pos «<— pos + ]

17. EndWhile

V. Methodology

V.A Data Collection and Source

Our research is focused on the comprehensive evaluation of Deep Packet
Inspection (DPI) algorithms to mitigate threats like malware, viruses, and other
malicious entities in network traffic. The primary dataset was sourced from the
reputable Canadian Institute of Cybersecurity website. This institution has
prepared an extensive collection of logs associated with different malware types,
giving us the foundation for our investigation. For a visual representation of our
research approach, please refer to Figure 6.

I | |‘|‘|‘|

Figure 6. Flowchart of the DPI evaluation methodology from data sourcing to
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recommendations.

V.B Dataset Composition and Pre-processing

The chosen dataset offers insights into approximately 50 malware
families. Detailed across more than 250 columns and encompassing over 15,000
rows, the data captures diverse data points from varied geographical locations.
The information, while stored as binary code in the system and available in csv
format, required intensive pre-processing. Using Python, combined with
specialized data science libraries, we undertook a complex decoding and
cleaning process to ensure the data’s accuracy and usability.

V.C DPI Algorithms in Focus

Our central objective revolved around exploring the efficiency of several
DPI-based pattern matching algorithms. The algorithms at the forefront of our
study included:

Aho-corasick - Aho-Corasick, known for its swift multi-pattern string
searches, Subsequently, the resulting FSM has a root state indicating that no
string has been matched or partially matched, with all pattern characters
enumerated from the root.[24].

Wu-Manber - Famed for its ability to search multiple patterns
simultaneously. psFSM - A unique combination of software and hardware
attributes, ensuring deterministic performance. Backward Oracle Matching -
Recognized for its optimal average time complexity.

V.D Testing and Evaluation

Each algorithm was subjected to exhaustive testing. Our benchmarks
were set high, focusing on crucial performance metrics such as:
Detection speed: The rate at which each algorithm identified threats.
Accuracy: The precision with which genuine threats were pinpointed,
minimizing false positives. Memory usage: Understanding the computational
resources consumed, ensuring that the algorithm remains feasible for real-world
applications.

V.E. Comparative Analysis

After gathering results, a side-by-side comparison provided insights into
the relative merits and demerits of each algorithm. This helped in discerning how
each algorithm performed under different network scenarios and conditions.

V.F. Challenges and Recommendations
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Throughout our research, we documented any challenges or anomalies
encountered. These not only served as lessons but also showed the way for our
final conclusions. Drawing from our findings, we also formulated actionable
recommendations for future research and practical applications to increase
network security using DPI methodologies.

Complexity of Searching Algorithm:

Systems, like DPI, employ various searching algorithms, each with its
own complexity, which is a critical factor. The system is often occupied due to
continuous string matching, emphasizing the importance of an efficient
algorithm to optimize running time.

Huge Number of Intruder Signatures:

As the landscape of cyber threats evolves, the diversity of attacks
increases. Consequently, the DPI system needs to accommodate a growing
number of intruder signature series, necessitating scalability to ensure effective
defense.

Multiple Overlapping Signatures:

Intruder signatures are categorized into groups based on shared
properties, such as protocol type. This specialization results in signature
overlapping, requiring packet processing before the string matching step.

Location of Signatures:

In comparison to other systems, DPI conducts a thorough examination of
the entire packet and pattern. This exhaustive approach ensures comprehensive
scrutiny of data but can pose challenges in terms of efficiency.

Incorrect Alarms:

DPI, like IDS (Intrusion Detection Systems), generates numerous alarms,
some of which may be false positives. The review process for these alarms
becomes a daunting task, posing a significant challenge in maintaining accuracy.

Inspection Speed:

The current communication speed is at 10GbE/OC192, with an
impending shift to 40GbE/OC768 [25]. This necessitates an increase in DPI
speed to avoid becoming a potential bottleneck in network operations.

Data Encryption:

DPI faces limitations in handling encrypted data, necessitating the allocation of
the inspection process either before or after the decryption stage.[18]

VI. Results and discussion
In conclusion, during the comprehensive comparison of these algorithms,
it became evident that each of them exhibited its own unique set of strengths and
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limitations. However, among this diverse array of algorithms, one particular
standout emerged as the most efficient and resource-friendly solution — the
p3FSM algorithm.

Our research showcased the exceptional performance of the p3FSM
algorithm. In terms of effectiveness and resource utilization, it surpassed all
other contenders. Notably, p3FSM not only achieved superior results in terms of
computational performance but also proved to be incredibly memory-efficient,
particularly when executed on GPU hardware [16].

The primary challenge in locating the relevant section of the packet
capture file stems from the variable lengths of Ethernet frames. This variability
makes the prediction of packet offsets within the capture file difficult. Blitzdump
addresses this challenge by navigating within the packet capture file, identifying
individual packets, and determining the file offsets that mark the beginning and
end of the user-specified time window. To achieve this, Blitzdump scans the
target file, searching for data sequences resembling IPv4 Ethernet frames, and
extracts their timestamps. By slicing the packet capture file based on these
identified timestamps, Blitzdump generates a new valid packet capture stream
that includes only the packets within the designated time window. The outcome
is a filtered packet capture file that is well-suited for transfer to the analyst.

For any algorithm, the speed of reading data packets is important, in this
case there is this method. After research studies we find out that we have an
alternative method to read capture. Blitzdump enhances the speed of querying
packet captures by selectively examining small slices of the capture file that
define a specific time window. With Blitzdump, analysts can anticipate prompt
results for their complete packet capture requests, measured in seconds rather
than hours. The tool reads a designated capture file for each packet capture file
stored in a specified directory (excluding subdirectories) using "indirectory" and
locates packets within the configured time window, filtering and directing the
results to an output file. Blitzdump achieves its rapid performance by employing
a random access, binary-search approach to filter packets within a very limited
time window within the capture file(s), as opposed to reading the entire capture
file sequentially. Notably, on Linux, Blitzdump offers versatility by enabling the
utilization of tcpdump for filtering and supporting the Berkeley Packet Filter
format through the bpf option.[14]

This discovery marks a significant milestone in the field of algorithmic
research and has the potential to revolutionize how various computing tasks are
approached. The implications of these findings are far-reaching, opening up
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exciting opportunities for improved computational efficiency and resource
optimization across a wide range of applications.

VII. Conclusion and future works

The digital era has introduced a lot of network vulnerabilities, making
the task of securing network infrastructures both imperative and challenging.
This research underscored the pivotal role of packet inspection techniques,
predominantly in intrusion detection systems (IDS). By providing an exhaustive
overview of the three principal packet inspection methodologies—Shallow
Packet Inspection (SPI), Medium Packet Inspection (MPI), and Deep Packet
Inspection (DPI)—the study has illuminated their respective utility and
importance.

While IDS and its components were elaborated in detail, the study
particularly emphasized the significance of DPI. DPI, a cornerstone of network
security, uses a variety of algorithms to strengthen network protection against
harmful threats like viruses and malicious software. Our study concentrated on
investigating the primary DPI algorithms and evaluating their efficacy in
combating malware. The analysis and direct comparisons yielded valuable
insights into the performance of each algorithm.

While the current research yielded substantial findings, the ever-evolving
landscape of network security calls for more investigation. Looking ahead:
Deep Packet Analysis with Machine Learning: Machine learning offers
capabilities in pattern recognition and predictive analysis. Incorporating
machine learning into deep packet inspection can potentially enhance the
accuracy and efficiency of threat detection. Future researchers should study
integration of machine learning techniques with DPI.

Optimization Strategies: Algorithmic efficiency remains essential in
ensuring real-time threat detection and mitigation. To further our commitment
to improving network security, future efforts should focus on developing new
strategies aimed at reducing the computational overhead of DPI algorithms. By
doing so, we could enhance the responsiveness and agility of intrusion detection
systems.

Expanding the Scope of DPI: As digital infrastructures expand and
diversify, so do the potential threats. Future research initiatives should also
consider expanding the scope of DPI to cater to evolving digital ecosystems,
perhaps by encompassing 10T devices, edge computing platforms, and more.

To wrap up, the advancements achieved in this study have shed light on
and enriched our knowledge of packet inspection methods. However, future
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studies will have more breakthroughs, obstacles, and advancements to come.
Our main goal remains the creation of a safer and stronger digital space for all.
This survey serves as an initial step in acquainting readers with DPI systems and
highlighting open research avenues in the field.
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IOJIY: UHTPY3USHBI AHBIKTAY )KYHEJIEPI YIIITH TEPEH,
IHNAKETTIK TAJIJAY IbIH TUIMII AJITOPUTM/IEPI

Angatna. byn 3eprrey KOMIBIOTEPIIK JKEIUIEpAl opTypili OHJIAWH
KayinTepJieH Koprayma TepeH makeTTik tekcepy (DPI) omictrepinin peirine
€peKIIe Ha3ap ayaapa OTHIPHIN, eHy/l aHbIKTay xkyienepi (IDS) xone xenurik
Kayirnci3fik canachiH 3eprreial. KommbproTeprnik kenuiepre KacakaHa Kipyiep
HeMece OKeNUIK 1maldybuiiap KbUIMBICTBIK —acTapiibl  00dybl  MYMKIH.
labyengaymmsl kyiieHl Oachlll  amyqbl, KYNUs JEpeKTepAl anmynbl, >Keml
(GyHKIMsUIapblHA KeAEepri KeNTIpyAl HeMece TINTi BeO-callTTap MEH cepBepliepl
xKoroabl  Kamaybl MyMKiH. Ecenke coiikec, AT-uH@pakypblibIMbIHA
madybUIIApABIH  OCIM KeJie JATKAH JKUUTINl eHYAl aHBIKTay KaXeTTUIITH
kepcereni. On DPI anroputmaepiHiH ocanjblKTapra Kapchl Typy YIIIH
KAHIIAJIBIKTBI JKaKChl KYMBIC ICTEHTIHI Typasibl OUTIMAED >KUBIHTHIFBIHIAFBI
OJIKBUIBIKTBI KepceTeml. Tammay Kasipri yakpITTa K€l Kayinci3airiHiH
KaHIIAJIBIKTHI Hallap €KeHIH KOpCeTelll, COHBIH INIHIE TOJIeMJIIK Oarmapiama
madybuIIaphl, IMAFbIH YHBIMAApFa OaFbITTAIFaH KUOepHIadybuimap >KoHE
aliTapibIKTall Kap>KbUIBIK IIBIFBIHIAPFA OKEJIETIH IePEKTEPIIH OY3bLITYbI Typabl
TaHKaIApJIbIK JAepekrep. Ecemke coifkec, agam Kareniri om ae kel
Kayilci3AiriHiy Heri3ri ojici3uiri Oosbim Tadbuiazsl. Kayinci3mikri aHbIKTay
xy#uenepi (IDS) kaxxerci3 kipyai 60pIpMay xKoHE JKYHeaep i KOpFay YIIIiH Kui
navgananeiafgel. IDS BIKTHMan eHylepii aHBIKTAy JKOHE 3USHIIBI OPEKETTI
TOKTaTy YIIIH XKyiie HeMece >Kell OKUFallapblH aHBIKTay/bl >KoHE Oaraayibl
tanan ereni. JKenmi Kayincizairi 0acTel ajaHAAYIIBUIBIK PETIHIE aTam OTuUIe/l,
OUTKEH1 3USAHMABI aKTepiap >Keiliepre Imaldybul jKacayAblH >KaHa >KOJIApbIH
YHEMi oiJIan OThIpabl.

Bbyn 3eprreyain Herisri makcaTsl opTyp:iai DPI enyni anbikTay omictepine
KATBICTBI OUTIMJIEP JKUBIHTBIFBIH 3€PTTEY KOHE KYpacThIpy OOJBIN TaObLIaIbI.
byn okyienepni TepeHipek TyciHyre Kkemekrecy ymiH IDS  ymiH
MOPQOJOTHSIIBIK HET13 KYPYbl YChIHABL. 3epTTey opTypiai DPI typrepin xone
oJlapMeH Oipre KYpeTiH alrOPUTMIEPAl MYKHAT TYCIHAIpEl.

Tyiiin ce3aep: [lakerTepii TepeH TEKcepy, opTalia HakeTTepi TEKCEPY,
Tas3 MaKeTTepAl TeKcepy, Colkec alropuTMaep, MadybUIIbl aHBIKTAy Kyieci,
KnOepKayinciz ik, 3usHabl Oarnapaamanap.
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OB30P: DOPEKTUBHBIE AJITOPUTMBI I''TYBOKOI'O AHAJIU3A
IMAKETOB JIJIsI CHCTEM OBHAPYKEHHSI BTOP)KEHUI

AHHOTauMs. B 3TOM HccnenoBaHnu paccMaTpuBaeTcsi 001acTh CUCTEM
obHapyxenust Bropskernid (IDS) u cereBoii 6e30macHOCTH, ¢ 0COOBIM YIIOPOM
Ha pOJb, KOTOPYKO METOJbl IIyOokoW mpoBepku mnakeroB (DPl) urpator B
3aIIUTe KOMITBIOTEPHBIX CETEN OT Pa3IMYHbIX OHJIANH-YIpo3. [IpeqHamepeHHble
BTOP)KEHUS B KOMIIBIOTEPHBIE CETH WM CETeBBIC aTaKd MOTYT HUMETh
KPUMHUHAIBHBIA TOJATEKCT. 3JIOYMBINIICHHUK MOXET 3aXOTeTh 3aXBaTUTh
KOHTPOJTb HaJ] CUCTEMOM, MOJTydIUTh KOH(PHUICHIINATbHBIE JAHHBIC, BMEIIAThCS B
ceTeBble (YHKIMHM WIM JaKe€ OTKIIOYUTH BeO-cailThl U cepBepbl. CorjacHo
oT4eTy, pactymas yactota arak Ha WT-urdpacTpykTypy mnmog49epKUBaET
HE0OX0IMMOCTh OOHapy)KE€HUs BTOPKEHHMH. OTO yKa3bplBaeT Ha Mpoden B
3HaHUSAX O TOM, HACKOJBKO Xopomo amroputmbl DPIl mportuBomeiicTByroT
ySI3BUMOCTSAM. AHaJIW3 MOKa3bIBAET, HACKOJIBKO IJI0Xa ceTeBasi 6e30MacHOCTh B
HACTOsIIIIee BpeMsi, BKIIIOYas MOpa3uTeIbHbIe NaHHbIE 00 arakax MPOrpaMM-
BbIMOraTesel, KubepaTakax, HallEJICHHBIX Ha HEOOJbIINE OpraHu3aluu, U
yTeuKax JaHHbBIX, KOTOPbIE IPUBOAAT K 3HAYUTEIIbHBIM (DMHAHCOBBIM MOTEPSIM.
CornacHO OTYeTy, yelloBeyeckasi OmIMOKa MO-TMPEKHEMY OCTA€TCS OCHOBHBIM
HEJOCTAaTKOM ceTeBoi Oe3zomacHOCTH. CHUCTeMbl OOHApYKEHUS BTOPXKEHUU
(IDS) gacTo HCHOIB3YIOTCS IS MPEIOTBPAIIECHUS HEKEIATEIbHOIO JOCTYIa U
3amuThl cucteM. |DS mpenmnonaraer uaeHTU(GUKAIMIO U OLIEHKY CHCTEMHBIX
WIN CETEeBBIX COOBITUN C LIEJbI0 OOHAPYKEHHS BO3MOXKHBIX BTOPXKEHUU U
MpeKpaleHus  BpedoHOocHOM  gesrtensHOocTH. CereBas ~ 0€30MaCHOCTD
paccMmaTtpuBaeTcsi Kak cepbe3Has MpoOiemMa, MOCKOJBKY 3JI0YMBIIITICHHUKU
MOCTOSIHHO MPHUAYMBIBAIOT HOBBIE CIIOCOOBI aTaK Ha CETH.

OcHoBHast 1eNb JTOTO HCCIEAOBAaHUS — M3YYUTh U coOpaTh
COBOKYITHOCTb 3HAaHUM O pa3lIMYHBIX METOAax oOHapyxeHus BropskeHuili DPI.
OHn mpemnaraer co3aats Mopdomnorudeckyto ocHoBy i IDS, uro6sr moMoub
HaM TIOHATH 3TH CUCTEMBI Ha OoJiee TTyOOKOM ypoBHE. B uccnenoBanuu naercs
noapoOHoe 00BsiICHEHHE pa3nu4HbIX BuA0B DPI u anroputMoB, koTopsie ¢ HUIMH
CBSI3aHBI.
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KaroueBsie ciioBa: [1y0okasi mpoBepKa MaKeTOB, CPE/IHSS IPOBEPKa MAKETOB,
HeriyOOKasi TpOBEpKa MAaKeTOB, aJITOPUTMBI  COIMOCTABJICHHS, CHCTEMa
oOHapyXeHHs BTOpKEeHUH, KnubepOe3omacHoCTh, BpenoHocHoe T10.
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